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DEEPFAKE-TEXHOJIOI'TI SIK 3AT'PO3A IIU®POBIM BE3IEII TA
NTEMOKPATHYHUM ITPOLIECAM

CTpiMKHIA PO3BUTOK ITUPPOBUX TEXHOJIOTIH Ta CHUCTEM IITYYHOTO IHTEICKTY
CYTTEBO TpaHCcHOpMye cydacHUM iHPOpMaIITHUI TPOCTIP, CTBOPIOIOYU HE JIUIIIE HOBI
MOJKJTUBOCTI ISl KOMYHIKAIIi1l, @ i HOB1 BUKJIMKH ISl OE3MEKHU JePKaBH, CYCITUILCTBA
Ta JIGMOKPATUYHHMX IHCTUTYTiB. OJHI€0 3 HAWOUIBII JMCKYCIHHMX 1 BOJHOYAC
HeOE3MeYHNX TEXHOJIOTiH ocTaHHIX pokiB ctanm deepfake-TexHoJorii, SIKi IaKOThH
3MOTYy CTBOPIOBATH PEACTHYHI ay/io-, Bijieo- Ta rpadiuHi maTepiand MUIIXOM
BUKOPUCTaHHS aJIrOpPUTMIB TJIMOOKOro HaB4YaHHS. BuCOKMil piBEHb JTOCTOBIPHOCTI
TaKUX MaTepialliB 3HAYHO YCKJIQJHIOE IXHE BHSIBJICHHS Ta CTBOPIOE NIEPEIYMOBH IS
MacIITa0HUX MaHIMYJISAIIN TPOMaICHKOI0 TYMKOIO.

AKTYyallbHICTh JIOCHIJPKEHHS OOyMOBJIEHA HacaMIiepesl 3pOCTaHHSM pOJIi
IU(POBOTO CEepelloBUINlA Yy TOJITHKO-TIpaBoBUX mporiecax. ColiaibHl Mepexi,
mudpoB1 Meaia Ta OHJIIAWMH-TUIATGOPMH CTald KIOYOBUMH KaHAJIaMHU IOJITHYHOT
KOMYHIiKaIlii, ¢GopMyBaHHS CYCHUJIbHMX HACTPOiB Ta TpOMaJICbKoi ydacTi. BogHouac
nomwupeHas deepfake-KoHTEHTY CTBOpIOE pU3UKU Je3iHGOpMaIllii, TIAPUBY JOBIPH 10
odimiHNX mKepes iH(opMallii Ta MaHINMYJIOBaHHS €JIEKTOPAIbHOI IOBEIIHKOIO
rpomajisii. OcoOnuBoi HeOe3nmeku Taki TeXHOJIOT1T HaOyBalTh Mia 4Yac BUOOPUYHMX
KaMIaHid, TOJITUYHUX KpU3 abo 30podHHMX KOHGIIKTIB, Ko (anbcudikoBaHi
MOBITOMJICHHSI MOXKYTh BIUIMBATH Ha CYCIIUIbHY CTaOUIBHICTH Ta MPOIEC MPUHHATTS
MOJIITUYHHUX PIIICHb.

«BusBneHHs nurndenkiB cTa€ KPUTUYHO BAKIUBHUM y BCIX CEKTOpaX 3 PI3HUX
npuurH. bizHec Bce wdacTimie iHTErpye BUSBICHHS IUN(MEHKIB i 3amoOiraHHs
axpaicTBy, 3aXUCTy OpeHIy, MEepEeBIpKH 0COOM Ta Mojepallii KOHTEHTY. Ypsau Ta
JIep>)KaBHI OpraHW BHKOPHUCTOBYIOTH III TEXHOJIOTIl JJIS TOCHWJICHHS HAaIllOHAIBHOT
6e3mnekn, 60poThOU 3 Ae3iH(OopMaIliEI0 Ta HETIPABAUBOIO 1H(OPMAIIIEIO, a TAKOXK IS
MIATPUMKH ~ PO3CIiAyBaHb Ta CYJOBOTO TEPECHiayBaHHS MPABOOXOPOHHUX
opraHis»[2].

Ha nymxy H. Xaiineka Ta iH., «TexHOJIOTii Ain¢elKiB CTaHOBJIATH 3HAYHI
BUKJIUKH, SKIi MOXYThb 3arpo’KyBaTd JOBIpi M0 CYCHUIBCTBA, JIEMOKPATHUYHUM
mpoliecaM Ta 3aBAaTH IMIKOAW KOH(IMEHIIHHOCTI OKpeMHuX oci0 abo HaBiTh ILTHX
CHUTHHOT...PO3BUTOK  TexHOsoOri# nindeikiB migKpecaroe Habarato OUTILY
BOXJIMBICTh (POPMYBAaHHS MEIIarpaMOTHOCTI JUIsl BCIX TPYyN HACEJICHHS, IO MOXE
3MEHIIUTH BPA3IUBICTh 0 Ae31H(POpMallli, MOKPAIIUTH 3[IaTHICTh JIOJEH KPUTUUHO
OITIHIOBATH 1H(OPMAITIIO MIJITXOM ITIABUIIEHHS €TUYHOI 0013HAHOCTI, a TAKOXK HAaBYATH
moned y nudpoBiid eKocucTeMi, Kl OynyTh MNPOTUCTOSITA 3POCTAIOYUM pPU3UKAM
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PO3BUTKY LHM(PPOBUX TEXHOJOrId Ta 3aCTOCOBYBATUMYTh CYBOPO €THYHI Ta
BIIMOBIAJIBHI MIJXO/IU JI0 1X BUKOPUCTaHHS» [1].

3HauylicTh NpoOJIeMH MOCHUIIIOETbCS B yMOBax LHUGPOBOi TpaHchopmallii
JIEP>KaBHOTO YMPABIIHHA Ta PO3BUTKY €JIEKTPOHHOI JAeMoKpaTii. DyHKIIOHYBaHHSA
JEMOKPATUYHUX THCTUTYTIB 3HAYHOIO MIPOI0 0a3yeThbCs HAa MPUHUMUIIAX BIIKPUTOCTI,
JIOCTOBIpHOCTI 1H(opMmauii Ta cycnuibHOT Jo0Bipu. Bukopucranns deepfake-
TEXHOJIOT1M 3/1aTHE pPyHWHYBaTH Il 3acaayd HUIIXOM CTBOPEHHsI (hajbIIUBUX 3asB
MOJIITUYHUX JIepiB, MApOOJIEHUX JOKa3iB abo JuCKpeauTalii JAep>KaBHUX 1
IrpOMAJICBKUX  Jis4iB. Sk Haciiiok, BHUHMKae (¢GeHoMeH iHpopMaliitHO1
HEBU3HAYEHOCTI, KOJM TPOMAASHU BTPAdyalOTh 3JIaTHICTh BIIPIZHIATH JOCTOBIPHY
iHbopMaIlilo BIJ MAaHIMYJISTUBHOI, 110 HEraTUBHO IO3HAYAEThCS HA SKOCTI
JEMOKPATHYHOTO TUCKYPCY.

Jns Ykpainu nociikeHHs i€l mpo0aeMaTuKyu Ha0yBae 0COOJIMBOTO 3HAUCHHS
B yMOBaxX TPHUBAIOUOi POCIMCHKO-YKPATHCHKOI BIMHM Ta aKTUBHOI'O BHKOPUCTAHHS
1H(GOPMAIIITHO-TICUXOJIOTTYHUX ~ omepaniii 'y mudpoBomy mnpoctopi. Deepfake-
TEXHOJIOT1] 3aCTOCOBYBATHCS SIK IHCTPYMEHT TiOpUAHOTO BILTUBY, CIPSIMOBAHOTO Ha
JecTabuTi3alliio CYCHUIbCTBA, MOMIMPEHHS MaHIYHUX HACTPOiB, JHUCKPEIUTAIIIO
OpraHiB Jep>XaBHOI BIaJM Ta IOCIA0JICHHS MDKHAPOJHOI IIITPUMKHU JIepPKaBH
(manpuknan, deepfake 3 komumniM cekperapem PHBO Omnekciem JlaninoBuM Ha
TenebadeHHi Kkpainu-arpecopa [3]). V 3B s13ky 3 nuM 3a0e3nedeHHs 1udpoBoi Oe3meKku
Ta BUPOOJIECHHS €()eKTUBHUX MEXaHI3MIB MPOTUIIT Ae31H(POPMAIlIHHUM 3arpo3aM CTae
OJIHHM 13 MPIOPUTETHUX HAIPSAMIB JEP>KaBHOI MOTITUKH.

To6To, cTpimkuii po3BuTok deepfake-rexuosoriii popmye HOBHII CIIEKTp 3arpo3
s mudgpoBoi  Oesmeku, iHGoOpMaIiiHOT CcTaOUTBbHOCTI Ta  (YHKI[IOHYBaHHS
JIEMOKPATUYHUX IHCTUTYTIB. 3aBASKM BUCOKOMY PIBHIO PEATICTHYHOCTI Taki
TEXHOJIOT1i MOXYTh BUKOPHUCTOBYBAaTHCS [IJI1  TOIIMPEHHs Je3iHdopmMairii,
MaHIIMyJTIOBAaHHS T'POMAJICBKOIO JTYMKOK, JIUCKpPEAWTAIlli TONITHYHHX MJIA4iB 1
Nep>KaBHUX 1HCTUTYIIIH, a TaKOX MIAPUBY CYCIUIBHOI JOBIpH 110 iHGOpMAaIIHHUX
mxepen. OcoOnMBOi akTyallbHOCTI 111 mpobiieMa HaOyBae B ymoBax IudpoBizaiii
MOJIITUYHUX TIPOIIECiB, PO3BUTKY EJIEKTPOHHOI JIEMOKpaTii Ta 3pOCTaHHS poi
CoIlaIbHUX Meaia y (hopMyBaHHI CyCIIUTBHUX HACTPOIB.
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