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VALUE TRANSFORMATIONS OF CITIZENS’ POLITICAL 

CONSCIOUSNESS UNDER CONDITIONS OF INFORMATION 

CONFRONTATION 

In the contemporary world, information has become one of the key resources of 

political influence. The development of digital technologies, social media, and global 

communication platforms has created new opportunities for shaping public opinion 

while simultaneously increasing the risks of manipulative influence on citizens’ 

consciousness. Under conditions of information confrontation, the problem of 

transforming political consciousness and related value orientations becomes 

particularly significant, as these factors determine individuals’ attitudes toward 

political processes, state institutions, and social development. 

Political consciousness is a complex system of knowledge, beliefs, evaluations, 

and values through which citizens perceive political reality. At the same time, value 

orientations serve as filters through which political information is interpreted. 

Therefore, under conditions of information confrontation, not only citizens’ political 

knowledge but also their fundamental values, social attitudes, and patterns of political 

behavior become objects of influence. 

Information confrontation represents a set of measures aimed at influencing 

individual and collective consciousness in order to achieve political, economic, or 

military objectives. In modern conditions, it is implemented through disinformation, 

public opinion manipulation, the dissemination of fake content, the use of social media 

algorithms, and other instruments of informational influence. The European 
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Commission emphasizes that disinformation poses a serious threat to democratic 

processes because it undermines trust in public institutions and complicates citizens’ 

ability to make informed political decisions [1]. According to European studies, more 

than 80% of EU citizens consider disinformation to be a significant threat to democracy 

[1]. 

The influence of information confrontation on political consciousness occurs 

through changes in the system of values underlying citizens’ political orientations. 

Values function as relatively stable perceptions of desirable social phenomena and 

norms of behavior. However, under conditions of intensive informational influence, 

they may undergo substantial transformations. This primarily concerns attitudes 

toward democracy, freedom of expression, political participation, national identity, 

trust in public institutions, and civic responsibility. 

Digital communications play a particularly important role in these processes. 

Social media platforms create opportunities for the rapid dissemination of information, 

but they also contribute to the formation of so-called “information bubbles,” within 

which users are exposed mainly to information that confirms their existing beliefs. 

Such a situation intensifies political polarization and contributes to the radicalization 

of public attitudes. As a result, political consciousness is increasingly shaped not 

through critical analysis of information but through emotional messages, manipulative 

narratives, and coordinated information campaigns. 

An important consequence of information confrontation is the transformation of 

trust as a fundamental social value. Trust is a necessary condition for the functioning 

of democratic institutions and effective interaction between the state and citizens. 

However, the systematic spread of disinformation and fake content contributes to an 

atmosphere of uncertainty, suspicion, and distrust toward political actors. Under such 

circumstances, citizens increasingly perceive political processes through the prism of 

doubt and conspiracy-based explanations, which negatively affects the quality of 

democratic governance. 

For Ukraine, the problem of value transformations in political consciousness is 

particularly relevant in the context of the ongoing Russian-Ukrainian war. The 

informational dimension of aggression has become one of the key arenas of 

confrontation. For many years, Russian propaganda has aimed to undermine Ukrainian 

national identity, discredit democratic institutions, and disseminate destructive 

narratives. At the same time, the war has contributed to the consolidation of Ukrainian 

society around the values of freedom, independence, democracy, and the European 

choice. 

In this context, the development of societal resilience to informational influence 

becomes especially important. The European Union regards media literacy, critical 

thinking, and counter-disinformation measures as key instruments for protecting 

democratic values [2]. The development of critical information consumption skills 

enables citizens to resist manipulative influences more effectively and maintain the 

capacity for independent political choice. 

Equally important is the impact of the information environment on young 

people, who represent the most active users of digital platforms. It is the younger 
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generation that largely shapes the future system of social values. At the same time, 

their high level of engagement in digital communications makes them more vulnerable 

to informational manipulation. Therefore, the development of civic education, digital 

literacy, and a culture of responsible information consumption becomes particularly 

significant. 

According to UNESCO, the rapid spread of disinformation and hate speech in 

the digital environment poses a serious threat to social cohesion and democratic 

stability [3]. This demonstrates that information confrontation has not only a political 

but also a value dimension, as its consequences may include gradual changes in the 

fundamental social norms and values that guide public life. 

Thus, information confrontation is an important factor in the transformation of 

citizens’ political consciousness. Under the influence of information campaigns, 

disinformation, and digital communications, political values, levels of trust in public 

institutions, perceptions of democracy, and patterns of civic participation undergo 

significant changes. For Ukraine, the development of resilience to informational 

influence, the promotion of critical thinking, and the strengthening of democratic 

political culture are of particular importance as necessary conditions for preserving the 

value foundations of society in the face of contemporary informational challenges. 
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