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TH®OPMAIIMHI CHCTEMM I TEXHOJIOT'II
B KOMEPIUIMHIN JISIJTIbHOCTI

Minimagictuunuii cepsep Ha GNU Linux Debian qyisi cTBopeHHs1 caiTy mia-
NPUEMCTBA, TA 32CTOCYBAHHSI XMAPHUX TEXHOJIOT il

HanamryBanass LAMP HeoOxigHa aiis XOCTHHTY CaWTiB 1 gofarkiB po3pobneHux Ha PHP,
Python 1 Perl. Heo6xigHo BcTaHOBUTH HAcTYyIHI makeTH Ha Debian §:

apache?: eebd cepsep Apache HTTP Server
mysql-server: cepsep 6asu oanuti MySQL
php5: PHP 5

php-pear: PHP 5 pear package
php5-mysql: PHP 5 mysql support

V naniii crarTi Bu HaBuuTecsa BctaHopmoBatu LAMP na Debian 8, Ha Bce BaM 3Ha00UThCA 15

XBUJIMH.
Jlj1s moyaTKy OHOBUMO CHCTEMY:

apt-get update
apt-get upgrade
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Jlaiti BcTaHOBITIOEMO BEO cepBep
apt-get install apache?2

: # apt-get install apachez
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
apache2-bin apachel-data apacheZ-utils libaprl libaprutill
libaprutill-dbd-sglite3 libaprutill-ldap ssl-cert
Suggested packages:
apache2-doc apache2-suexec-pristine apache2-suexec-custom openssl-blacklist
The following WEW packages will be inastalled:
apache?2 apacheZ-bin apache2-data apache2-utils libaprl libaprutill
libaprutill-dbd-sglite3 libaprutill-ldap ssl-cert
0 upgraded, 9 newly installed, 0 to remove and 0 not upgraded.
Heed to get 1,831 kB of archives.
After this operation, 6,210 kB of additional disk space will be used.
Do you want to continue? [Y¥/n] ¥
Get:1 http://ftp.us.debian.org/debian/ stable/main libaprl amd64 1.5.1-3 [95.3
B]
Get:2 http://ftp.us.debian.org/debian/ stable/main libaprutill amd64 1.5.4-1 [86
.2 kB]
Get:3 http://ftp.us.debian.org/debian/ stable/main libaprutill-dbd-sglite3d amdecd
1.5.4-1 [19.1 kB

Bcranosnroemo 0asy naHux:
apt-get install mysql-server

Jlani BctaHoBroeMo naketu PHP:
apt-get install php5 php-pear libapache2-mod-php5

Bcranosnroemo momyini PHP:
apt-get install php5-mysql php5-gd

Sx1o moTpiOHO 3HANWTH JOAATKOBI MOTYJIi BUKOPUCTOBYWTE KOMAH/IY:
apt-cache search php5-

J1omaTKOBO MOYKHA BCTAaHOBUTH perl:
apt-get install perl libapache2-mod-perl2

HonatkoBa ycranoBka Python:
apt-get install python libapache2-mod-python

Ha nanomy kpotii Bce makeTu MOBUHHI OyTH BcTaHOBJeHI. Buznauaemo IP anpeca cepsepa:
ifconfig eth0

BinkpuBaemo web Opay3sep i Tectyemo, BBogumo IP anpeca cepBepa, HanmpuKIIa;
http://192.168.1.10
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Apache2 Debian Default Page

I i ‘ .-. l _.
It warks!

This is the default walcome page used to test the correct operation of the Apache server after
instaliation on Deblan systems. If wou can read this page, It means that the Apache HTTP server
installed at this site is working praperly. You should replace this file {located at
fwarfwwae/html findex. html) before continuing to operate your HTTPR server.

If wou are 2 normal wser of this web site and don't know what this page is about, this probably means

that the site Is currently unavailable due to maintenance, If the problem persists, please contact the
site's administrator.

Debian's apacheZ default configuration is different from the upstream defaull configuration, and split
into several files cptimized for interaction with Debian tools. The configuration system is fully
documented in fusr/share/doc/apache /README.Debian.gz. Refer to this for the full
decumentation. Documentation for the web server itself can be found by accessing the manual if the
apache?-dae package was installed on this server.

The configuration layout for an Apache web server inskallation on Debian systems is as follows:

| fetefapachel/
. [-- apacheZ.conf ]
i —-—  ports.cont
i == mods-enabled i
oy [== #.ipad
T—— #,c0nf ]
i [-— eonf-snabled

s f T—= *,.ppnpf

Binpenaryiite HacTynHUi (aiin:
vi /etc/apache2/apache?2.conf

Bxkaxirts [P anpeca, nopr i iHm1y iH}Y 1o He0OX1IHOCTI 1 Mepe3aBaHTaXKTE CepBic anay:
systemctl restart apache?2

Sk HACTPOITH BipTyalbHUMN XOCT JUIs TOMEHY? J[71s1 mo4aTKy CTBOPUMO KaTaJlOTH:
D="test.ua"

mkdir -p /var/www/html/3D/html_root
mkdir -p /var/log/apache2/$D/

Jamni cTBoproeMo KoHGirypariiinuii ¢aiin s Be6 ceppepa apache:
vi /etc/apache2/sites-available/$D.conf

JlomaBiiu B HHOTO HACTYTHY 1H(pOpMAILiIO:

<VirtualHost *:80>

ServerAdmin office(@ test.ua

ServerName test.ua

ServerAlias www. test.ua

DocumentRoot /var/www/html/ test.ua /html_root

ErrorLog /var/log/apache?2/ test.ua /logs/error.log

CustomLog /var/log/apache?2/ test.ua /logs/access.log combined
</VirtualHost>
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36epesxemo (haiii 1 BKIFOUMMO KOHQITYparlio:
aZensite $D.conf

Jlani mepe3zaBaHTaKeHHS cepBepa apache:
systemctl restart apache?2

HanamryBanast cepepa MySQL. Ilicns ycTaHOBKHM MakeTa HEOOXIJTHO 3aITyCTUTH KOMaHIY
HACTPOWKHU:
mysql_secure_installation

Hani ctBopumo Hairy niepury BJI, 3aisiraHHs 3a JOITOMOTOI0 1oot:
mysql -u root —p

Jiist ctBopenHs b/l BBeiTh HACTYITHI KOMaH/IH:

create database test;

grant all on test. * to 'test’ identified by 'wrewr6453!ds;
quit

TakuM YMHOM MM CTBOpWIIM 0a3y JaHMX text i Tanu KOpUCTyBadeBi test BC1 MOBHOBaKEHHS Ha
ympasiiHHs mieto b1

HanamryBanns PHP. Penaryemo kongirypaniiinuii daiin:

vi Jetc/phpS/apache2/php.ini

Honaiite abo BigpenaryiTe HacCTymHY iH(OpMAIIiio:

display errors=0ff

error_reporting=E COMPILE ERROR|E RECOVERABLE ERROR|E ERROR|E CORE
ERROR

error_log = /var/log/apache2/php-error.log

max_execution_time = 30

max_input_time = 30

memory_limit = 40M

expose_php=0ff

file uploads=0ff

allow_url_fopen=0ff

allow_url_include=0ff

disable functions=exec,passthru,shell_exec,system,proc_open,popen,curl_exec,curl_multi
exec,parse_ini_file,show_source

Jlani mepe3zaBaHTaKeHHS cepBepa apache:
systemctl restart apache?2

Hani ctBopumo ¢aiin /var/www/html/info.php ms nepesipku mapamerpis PHP:
echo '<!--?php phpinfo(); ?-->'> /var/www/html/info.php

3axoauMo depe3 Opaysep:
http://192.168.1.10/info.php
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HanamryBanns 6esneku firewall. HeoOxinHo BigkpuTu mopt 80:
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT

BceraHoBieHHS po3aUTbHOT 3MaTHOCTI [T qupekTopii DocumentRoot:

## Bce onepayuu 8binoIHAI0OMCcs Kax root ##

# Mensiem enaoenvya /var/www/html/

chown -R www-data:www-data /var/www/html

# Yemanasnueaem monvko Ha umenue

chmod -R 0444 /var/www/html/

# Ilposepsiem umobbwl nonvzoeamens apache moz wumams ¢haiinet u ne 6wi10 owudoku HTTP/403
find /var/www/html/ -type d -print0 | xargs -0 -1 {} chmod 0445 "{}"

# Yemanaenusaem npasa na 3anuce 0711 oupekmopuu 3D/blog/wp-cache/?

# chmod -R 0775 /var/www/html/test.ua/blog/wp-cache/

Komanmu st ynpasiiaas LAMP. 3ynuaka / 3amyck / mepezaBantaxerss Web cepsepa Apache:
systemctl start apache?2

systemctl stop apache2

systemctl restart apache?2

systemctl status apache?

3ynuHKa / 3amyck / mepe3aBanTaxeHHs 0azu qanux MySQL:

systemctl start mysql

systemctl stop mysql

systemctl restart mysql

systemctl status mysql
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10.

[lepesipre, mo mopt 80 BiAKpUTHIL:

netstat -tulpn | grep :80

ss -t -a

ss -t -a | grep http

ss -o state established '( dport = :http or sport = :http )’
iptable -L -n -v | less

Daiiay MOMUIIOK CEpPBiCiB:

tail -f /var/log/apache2/access.log

tail -f /var/log/apache2/error.log

#it# PHP ##

tail -f /var/log/apache2/php-error.log

tail -f /var/log/apache2/test.ua/logs/error.log
tail -f /var/log/apache2/test.ua/logs/access.log
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