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Kaghedpa npukiaoHoi mamemamuky ma iHGopmamuxu
cm. UK1A0ay

THO®OPMAIIVMHI CUCTEMM I TEXHOJIOT'TI
B KOMEPUIMHIU AIAJBHOCTI

Minimanictuunuii cepBep Ha GNU Linux Debian ans cTBOpeHHs caiiTy MiAIpUEMCTBA Ta
3aCTOCYBaHHS XMAapPHHUX TEXHOJIOT1H.

HanamryBanas LAMP HeoOxinHa 17151 XOCTUHTY CalTiB 1 10oAaTKiB po3poOienux Ha PHP,
Python 1 Perl. Heo6xinmHo BcTanoBUTH HacTymHI maketn Ha Debian 8:

apache2: Be6 cepBep Apache HTTP Server
mysql-server: cepep 6a3u nanuit MySQL
php5: PHP 5

php-pear: PHP 5 pear package
php5-mysql: PHP 5 mysql support

V naniii cTaTTi BU HaBuMTecd BeraHoBioBaTd LAMP Ha Debian 8, Ha Bce BaM 3Hag00UTHCS
15 xBuaHH.
JIy1st moYaTKy OHOBHUMO CHCTEMY:
apt-get update
apt-get upgrade
Jlaini BcTaHOBIIIOEMO BeO cepBep
apt-get install apache?

rooténas0l:/# apt-get install apacheZz
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
apache2-bin apache2-data apacheZ-utils libaprl libaprutill
libaprutill-dbd-sglite3d libaprutill-ldap ssl-cert
Suggested packages:
apache2-doc apache2-suexec-pristine apachel-suexec-custom openssl-blacklist
The following NEW packages will be installed:
apache2 apachezZ-bin apache2-data apache2-utils libaprl libaprutill
libaprutill-dbd-sglite3d libaprutill-ldap ssl-cert
0 upgraded, 9 newly installed, 0 to remove and 0 not upgraded.
Heed to get 1,831 kB of archives.
After this operation, 6,210 kB of additional disk space will be used.
Do you want to continue? [¥/n] ¥y
Get:1 http://ftp.us.debian.org/debian/ stable/main libaprl amd64 1.5.1-3 [95.3
B]
Get:2 http://ftp.us.debian.org/debian/ stable/main libaprutill amdé64 1.5.4-1 [B6
«:2 kB]
Get:3 http://ftp.us.debian.org/debian/ stable/main libaprutill-dbd-sglite3d amdé64

Bcranosmoemo 6a3y naHuX:

apt-get install mysql-server

Jlani BctanoBimoemo maketu PHP:

apt-get install php5 php-pear libapache2-mod-php5
Bcranosmroemo moxymi PHP:

apt-get install php5-mysql php5-gd
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ko moTpiOHO 3HAWTH JOAATKOBI MOIYJIi BUKOPHCTOBYWTE KOMAaH/Y:

apt-cache search php5-

Jlo1aTKOBO MOKHA BCTaHOBHTH perl:

apt-get install perl libapache2-mod-perl2

HonaTtkoBa ycranoBka Python:

apt-get install python libapache2-mod-python

Ha nanomy kpori Bce makeTv HoBUHHI OyTH BcTaHOBiIeHI. Buznauaemo IP agpeca cepsepa:
ifconfig eth(

BinkpuBaemo web Opaysep i Tectyemo, BBogumo IP anpeca cepBepa, HanmpuKIIa;:
http://192.168.1.10

[ ROl ] | ) Apncre Dulien Defaul Page | 4 _—______,_..-—"""

“- c = [® 1weero e [w| @© @

@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, It means that the Apache HTTP server

installed at this site is working properly. You should replace this file {located at
fwarfwww/heml S index. html) before continuing to operate your HTTP server.,

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site Is currently unavailable due to maintenance. If the problem persists, please contact the
site's administratar.

Debian's Apachez default configuration is different from the upstream default cenfiguration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in fusr/share/doc/apachel/README.Debilan.gz. Refer to this for the full
decumentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-dac package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as fallows:

| fetedapaches

| |-— apacheZ.conf

“-- ports.conf

== mods-enabled

(i J—— &, lpad

it “—— #,conf
! [-— conf-enabled

-

Binpenaryiite HacTymHuU# Qaiin:
vi /etc/apache2/apache?2.conf
Bkaxits [P agpeca, mopt i inmry iHdy mo HeoOXiTHOCTI 1 Iepe3aBaHTaXTe CepBic anay:
systemctl restart apache2
SIk HacTPOITH BipTyalbHUH XOCT A7 ToMeny? J1Jist To4aTKy CTBOPUMO KaTaJoTH:
D="test.ua"
mkdir -p /var/www/html/$D/html_root
mkdir -p /var/log/apache2/8D/
Jauti cTBoproeMo KoHiTypamiamii (haiin s Bed cepepa apache:
vi /etc/apache2/sites-available/$D.conf
JlogaBiy B HOTO HACTYITHY iH(pOpMAIIifo:
<VirtualHost *:80>

ServerAdmin office@, test.ua

ServerName test.ua

ServerAlias www. test.ua

DocumentRoot /var/www/html/ test.ua /html_root

ErrorLog /var/log/apache?2/ test.ua /logs/error.log

CustomLog /var/log/apache2/ test.ua /logs/access.log combined
</VirtualHost>
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36epexeMo (aiii 1 BKIIIOYMMO KOHDIrypaito:

aZensite $D.conf

Jlani nepe3aBaHTaXeHHs cepBepa apache:

systemctl restart apache?

HanamryBanus cepepa MySQL. ITicnsg ycTaHOBKH nakeTa HEOOXIHO 3allyCTUTH KOMaHy
HaCTPOMKHU:

mysql_secure_installation

Jaini ctBopuMo Hairy niepiry b/l, 3ansranss 3a 100OMOTIolo root:

mysql -u root —p

st ctBopenns B/l BBeiTh HACTYITHI KOMaHIH:

create database test;

grant all on test. * to 'test' identified by 'wrewr6453!ds;

quit

Takum unHOM MU cTBOpHIM 0a3y AaHUX text 1 JaJii KOpUCTyBaueBl test BCl IOBHOBAXKEHHS
Ha ynpaBiiHHs i€t b/

HamamrryBanas PHP. Penaryemo xondirypamiiinuii daiin:

vi /etc/phpS/apache2/php.ini

Honaiite abo Bimpeaaryiite HaCTyIHY iH(pOpMaIIio:
display errors=0ff
error_reporting=E COMPILE ERROR|E RECOVERABLE ERROR|E ERROR|E CORE ERRO
R
error_log = /var/log/apache2/php-error.log
max_execution_time = 30
max_input_time = 30
memory_limit = 40M
expose_php=0ff
file_uploads=0ff
allow_url_fopen=0ff
allow_url_include=0ff
disable functions=exec,passthru,shell_exec,system,proc_open,popen,curl_exec,curl_multi_exec,pa
rse_ini_file,show source

Jani mepe3aBaHTaXeHHs cepBepa apache:

systemctl restart apache2

Hani ctBopumo ¢aiin /var/www/html/info.php st nepesipku napamerpis PHP:
echo '<!--?php phpinfo(); ?-->"'> /var/www/html/info.php

3axonuMo uepe3 Opaysep:

http://192.168.1.10/info.php
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HanamryBanns 6esnexu firewall. HeoOxinuo Binkputu mopt 80:
/sbin/iptables -A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
BceranoBneHHs po3aiibHOT 3AaTHOCTI 1S tupekTopii DocumentRoot:

## Bce onepayuu evinonnaomcs Kaxk root #

# Mensem enaoenvya /var/www/html/

chown -R www-data:www-data /var/www/html
# Vemanaenueaem monvko na umenue

chmod -R 0444 /var/www/html/

# I[Iposepsiem umobwl noavzosamensv apache moz uumams Qaiiivt u ve ovlio owuobku HTTP/403
find /var/www/html/ -type d -print0 | xargs -0 -1 {} chmod 0445 "{}"
# Ycemanasnueaem npasa na 3anuce 011 oupekmopuu $D/blog/wp-cache/?

# chmod -R 0775 /var/www/html/test.ua/blog/wp-cache/

Komanmu mnst ynpasninas LAMP. 3ynuaka / 3amyck / mepe3aBaHTaxkeHHs Web cepBepa

Apache:
systemctl start apache2
systemctl stop apache2
systemctl restart apache?2
systemctl status apache?
3ynuHKa / 3amyck / nepezaBaHTakeHHs 0a3u nanux MySQL:
systemctl start mysql
systemctl stop mysql
systemctl restart mysql
systemctl status mysql
[lepesipTe, mo mopt 80 BiIKPUTHIA:
netstat -tulpn | grep :80
ss -t -a
ss -t -a | grep http
ss -o state established '( dport = :http or sport = :http )’
iptable -L -n -v | less
®Daiiny NTOMHUIIOK CepBiCiB:
tail -f /var/log/apache2/access.log
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tail -f /var/log/apache2/error.log

#it# PHP ##

tail -f /var/log/apache2/php-error.log

tail -f /var/log/apache2/test.ua/logs/error.log
tail -f /var/log/apache2/test.ua/logs/access.log
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My3uuenko I. B.

O0OKMOp NONMUYHUX HAYK, NPoghecop

KagheOpu norimuyHux Hayx i npasa

Tponwko C. II.

KaHouoam icmopudHux Hayx, OOyeHm,

NPOPeKmop 3 AOMIHICMPAMUBHO-20CNO0APCHKOIL QIIbHOCIE MA HAYKOBO-Neda202iUHOT OisLIbHOCMI

®IHAHCOBUI MOHITOPUHT

1. Busnauenns nonamms «hinancoeuii MOHIMopuHz)

CrnoBocnonyuyeHHs «(piHAHCOBHIH MOHITOPHHIY CTaJ0 HEBI'€MHOI YaCTHHOIO €KOHOMIYHOI
JICKCUKH, OCOOIMBO B ocTaHHI poku. lle oOymMoBieHO, 3 0JHOTO OOKYy, 3HAaYHUM 30LTBIICHHIM
KOMEPIIiitHO-(1HAHCOBUX OpraHizaiiii, 3 I1HIIOr0, HAMITHIOCS OYEBHIHE OakaHHS IepKaBHUX
CTPYKTYp MAaTH YiTKe YSBJICHHS NMPO €KOHOMIYHY AisUTbHICTH MPUBATHUX (1 HE TLIBKH) YCTAaHOB B
HaIrii kpaii.

Came TOHATTA «MOHITOPHHI» O3HAYa€ TIPOLEC CHCTEMaTHYHOro 300py 1 0OpoOKu
iHpopMalii Mpo CKIANOBI YACTHHM 1 TNapaMeTpy TOrO0 YW IHIIOTO CKJIAJHOTO TIPOIECY,
CTIPSIMOBAaHWN HA BUHECEHHS OIIHKH, BUPOOJICHHS IUIaHIB Jii Ta MPUWHATTS PIMICHHS 10 JaHOMY
npouecy. [HmmMMu cioBaMu, MOHITOPHHT - 11€ BiJICTEKEHHS Bciei HeoOXiaHOi iH(dopMallii mpo Toi
4M 1HIIUHK Tporec abo 00'eKT.

Y cBowo wuepry, (iHAHCOBMI MOHITOPHUHI 1€ CBOE€PIIHUM KOHTPOJb, NOB'SI3aHUN 3
MPOBEACHHSAM pi3HUX (iHaHCOBHX omepariii. Takok B TOHATTS (PIHAHCOBOTO MOHITOPHHTY
BKJIIOYAIOTh 1 AISUTBHICTH Oprasizamii, 1o 3A1HCHIOIOTH omepallii 3 TpOIIOBUMHU KOIITaMu abo
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